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Empaneled by CERT.In 1SO027001:2013 certified company

Document Control No. CL185-0425-Rep-DTE

VAPT Scanning and Analysis Certificate

Report prepared for (Company name) Department of Technical Education, Regional Office, Pune

Product name Department of Technical Education, Regional Office, Pune Website
Test system details https://ropune.org.in

Type of assessment Website security review

Tools used for scanning Nessus, NMAP, Acunetix, ZAP

Application security audit date 11-April-2025 to 26-April-2025

Revalidation assessment date 29-April-2025

Report publish date 30-April-2025

Name of cyberSecurist representative Sachin Kamble

Security review validity Not more than 6 months from the date of the completion of pen test.

Scope of the project and assets covered

The comprehensive security penetration test (or “pen-test”) of website for Department of Technical
Education, Regional Office, Pune has covered the following:

a) Threat Model
b) POC generation and validation of findings
c) Analysis and Reporting

Il.  Penetration testing of application APIs and web services.

Executive Summary

The following table lists the number of discovered vulnerabilities as a result of the pen-test and security review.
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All reported issues have been fixed/mitigated.

§ cyberSecurist

Severity of issue High Low Informational TOTAL
Number of 5 2 0 6
issues
Conclusion

Based on the security audit of the Department of Technical Education, Regional Office, Pune website as per the
scope mentioned above, we find the website (https://ropune.org.in) free from OWASP vulnerabilities and is safe

for hosting.
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